
 

  

INFORMATION SECURITY 
To be Hacked, or not to be Hacked 

Information Pack 
Version: 2.4 

 

 

Email: informationsecurity@isosystems.org 

Website: www.isosystems.org.uk 

 



WHY CHOOSE ISO SYSTEMS UK? 

Guaranteed ISO 27001 Certification with ISO Systems UK 

 

 

 

 

 

 

 

Having led the implementation of the ISO Standards across a multitude of industries and sectors, we've 

helped all businesses irrelevant of type and size achieve the ISO Standards of their choice with the 

minimum of time, cost and fuss. 
 

 

 

 

 

 

 

 

 

Prepare for Certification 

Drawing on our practical ISO standards know-how and proven management system consultancy expertise, 

we can help you implement an ISO 27001-compliant ISMS with ease. We provide a 100% guarantee of 

successful certification when you engage our consultancy team. Your journey to success starts with us. Get 

in touch today for your obligation-free, tailored quote. 

 

 

ISO Systems UK took my 

understanding of business 

improvement and business process 

engineering to the next level. An 

excellent coach and mentor, many of 

the techniques shown to me by them 

I use today. 

Mark Burgess, National Project Manager 

ISO Systems UK took my 

understanding of business 

improvement and business process 

engineering to the next level. An 

excellent coach and mentor, many of 

the techniques shown to me by them 

I use today. 

“ “ 

Alan Trueman, Associate  

ISO Systems UK have a very 

positive and practical approach to 

developing and implementing 

management systems that lends 

itself to getting buy in from their 

colleagues at all levels. 

“ 

Mark Appleyard, Development Director 



INTRODUCTION  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

ISO/IEC 27001:2013 

When we think about IT security, we typically think about the large hacks that are reported in the media, 
but when viewed as a whole, we can understand the magnitude of lost data to any business.  
 
It is no surprise that these hacks are what come to mind when we think about information security, 
because of the criticality of business information, certification to ISO/IEC 27001 has become one of the 
most important and sought-after certifications in the world. 
 
Healthcare, medical devices, aerospace, and automotive organisations have recognised the urgent need to 
implement systems to protect their confidential information and intellectual property. 
 
 
 

 

 

 

 

 

 

 

 



THE BENEFITS 

How you will benefit from ISO 

27001 certification? 

 

 

 

Win new business and sharpen your competitive edge 

Not only does ISO 27001 certification help you demonstrate good security practices, thereby improving 

working relationships and retaining existing clients, but it also gives you a proven marketing edge against 

your competitors, putting you alongside the likes of Google, Microsoft and Amazon. 

 

 

Avoid the financial penalties and losses associated with data breaches 

The global average cost of a data breach has skyrocketed to $3.86 million (£2.94 million) (a 6.4% increase 

from 2017), according to Ponemon*. 

As the accepted global benchmark for the effective management of information assets, ISO 27001 enables 

organisations to avoid the potentially devastating financial losses caused by data breaches. 

 

 

Protect and enhance your reputation 

Cyber-attacks are increasing in volume and strength daily, and the financial and reputational damage 

caused by an ineffectual information security posture can be disastrous. 

Implementing an ISO 27001-certified ISMS helps to protect your organisation against such threats and 

demonstrates that you have taken the necessary steps to protect your business. 

 

Comply with business, legal, contractual and regulatory requirements 

The Standard is designed to ensure the selection of adequate and proportionate security controls that help 

to protect information in line with increasingly rigid regulatory requirements such as the EU General Data 

Protection Regulation (GDPR) and Directive on Security of Network and Information Systems (transposed 

into UK law as the NIS Regulations). 

*Ponemon institute conducts independent research on consumer trust, privacy, data protection and emerging data security technologies. 

 

 

 

 

 

http://www.isosystems.org.uk/gdpr
http://www.isosystems.org.uk/gdpr


THE BENEFITS 

Improve structure and focus 

When a business grows rapidly, it doesn't take long before there is confusion about who is responsible for 

which information assets. The Standard helps businesses become more productive by clearly setting out 

information risk responsibilities. 

 

 

 

Reduce the need for frequent audits 

ISO 27001 certification provides a globally accepted indication of security effectiveness, negating the need 

for repeated customer audits, which reduces the number of external customer audit days. 

 

 

 

Achieve internationally recognised certification to ISO 27001 

Certification to ISO 27001 involves undertaking regular reviews and internal audits of the ISMS to ensure 

its continual improvement. In addition, an external auditor will review the ISMS at specific intervals to 

establish whether the controls are working as intended. This independent assessment provides an expert 

opinion of whether the ISMS is functioning properly and provides the level of security needed to protect 

the organisation’s information. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



ABOUT ISO 27001 

ISO 27001 is the only auditable international 

standard that defines the requirements of an 

information security management system 

(ISMS). An ISMS is a set of policies, procedures, 

processes and systems that manage 

information risks, such as cyber-attacks, hacks, 

data leaks or theft. 

Certification to ISO/IEC 27001 demonstrates 

that an organisation has defined and put in 

place best-practice information security 

processes. Not all organisations choose to get 

certified but use ISO 27001 as a framework for 

best practice.  

Implementing an information security 

management system will provide your 

organisation with a system that will help to 

eliminate or minimise the risk of a security 

breach that could have legal or business 

continuity implications. 

 

Following a series of high-profile cases, it has 

proven to be very damaging to an organisation 

if information gets into the wrong hands or into 

the public domain. By establishing and 

maintaining a documented system of controls 

and management, risks can be identified and 

reduced. 

ISO 27001 certification demonstrates that you 

have identified the risks, assessed the 

implications and put in place systemised 

controls to limit any damage to the 

organisation. 

 

 

 

Achieving ISO 27001 is not a guarantee that 

information breaches will never occur, however 

by having a robust system in place, risks will be 

reduced, and disruption and costs kept to a 

minimum. 

http://www.isosystemsuk/27001
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There are many reasons to adopt ISO 27001, the international standard that describes best practice for an 

information security management system (ISMS). It helps organisations improve their security, comply 

with cyber security regulations, and protect and enhance their reputation. 

But implementing the Standard can take a lot of time and effort. That should be obvious, at least if you 

believe the phrase ‘nothing worth having comes easy’.  

Having an ISO Systems UK ISMS Lead Implementer by your side throughout your 

project will take all of that away as we take on 95% of the technical work for you, 

allowing you to do what you do best – run your business!  

We will help lead the project within your organisation with our tried and tested 

methods, tools and techniques.  

ISO 27001 focuses on 3 core principles.  
Confidentiality, Integrity & Availability. 

    

 

 

We’ve made the process a little easier by breaking down implementation into nine steps. 

 

1. Project Mandate 

The implementation project should begin by appointing an internal project leader to work alongside your 

appointed lead implementer and who will work and communicate with other members of staff to create a 

project mandate. This is essentially a set of answers to these questions: 

• What are we hoping to achieve? 

• How long will it take? 

• What will it cost? 

• Does it have management support? 

•  

 

2. Project Initiation 

We would use the project mandate to build a more defined structure that goes into specific details about 

information security objectives and the project’s team, plan and risk register. 

 

 

 

 

 

 

http://www.isosystems.org.uk/27001
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3. ISMS Initiation 

The next step is to adopt a methodology for implementing the ISMS. ISO 27001 recognises that a “process 

approach” to continual improvement is the most effective model for managing information  security.  

However, it doesn’t specify a particular methodology, and instead allows organisations to use whatever 

method they choose or reinforce the model they already have in place. 

 

4. Management Framework 

At this stage, the ISMS will need a broader sense of the actual framework. Part of this will involve 

identifying the scope of the system, which will depend upon the need and expectations of internal and 

external interested parties. The scope also needs to take into account mobile devices and teleworkers. 

 

5. Baseline Security Criteria 

Organisations should identify their core security needs. These are the requirements and corresponding 

measures or controls that are necessary to conduct business. 

 

6. Risk Management 

ISO 27001 allows organisations to broadly define their own risk management processes. Common methods 

focus on looking at risks to specific assets or risks presented in specific scenarios. There are pros and cons 

to each, and some organisations will be much better suited to one method than the other. 

There are five important aspects of an ISO 27001 risk assessment: 

1. Establishing a risk assessment framework 

2. Identifying risks 

3. Analysing risks 

4. Evaluating risks 

5. Selecting risk management options 
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7. Risk Treatment Plan 

This is the process of building the security controls that will protect your organisation’s information assets. 

To ensure these controls are effective, you will need to check that staff are able to operate or interact with 

the controls, and that they are aware of their information security obligations. 

You will also need to develop a process to determine, review and maintain the competences necessary to 

achieve your ISMS objectives. This involves conducting a needs analysis and defining a desired level of 

competence. 

 

8. Measure, Monitor & Review 

For an ISMS to be useful, it must meet its information security objectives. Organisations need to measure, 

monitor and review the system’s performance. This will involve identifying metrics or other methods of 

gauging the effectiveness and implementation of the controls. 

 

9. Certification 

Once the ISMS is in place, organisations should seek certification from an independent certification body. 

This helps prove to stakeholders that the ISMS is effective, and that the organisation understands the 

importance of information security. 

The certification process will involve a review of the organisation’s management system documentation to 

check that the appropriate controls have been implemented. The certification body will also conduct a site 

audit to test the operational controls in practice to determine the degree of the implementation. 

 

 

 

 

 

 

 

 

 

 

 



WHY ISO SYSTEMS UK? 

 

When it comes to helping companies achieve internationally recognised certification to the ISO 

Standards, you’re in safe hands. 

ISO Systems UK is a well-established business with an unblemished reputation. Our ethos is to allow all 

businesses, irrelevant of type, size and profit margin, to have an equal opportunity in trading with the 

larger organisations who have the financial resource to employ specialist departments with quality and 

environmental managers and teams. 

In 2017, we celebrated our 10th anniversary of helping businesses successfully achieve ISO Certifications.  

ISO Systems UK is a business with a professional yet personal touch, we do not send in teams of salesmen, 

followed by an array of faceless consultants, and we do not offer generic 'off the shelf' systems that are of 

limited value to any business. 

We do offer you a dedicated highly trained and friendly specialist who will work with you from day one to 

achieve the standard and recognition that your business requires and continue to work with you 

throughout the entire project including representing you during the external certification audits. 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.bignallgroup.com/


 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

E:  billynaisbett@isosystems.org          

M: 07791 425 011 

 

E:  scott@isosystems.org 

M: 07813 858 310 

 Get in Touch 
 

It is the policy of ISO Systems UK to provide our clients with the most competitive, flexible, responsive and 

qualified service possible. 

But we know that no person can be an expert in all elements of every available standard, tool, technique and 

methodology. 

If we don't specialise, we won't advertise, but if our client wants it, we will use a close team of  specialist 

professionals to assist where it is not our standard project type to fulfil the exact requirements and the needs of 

our clients. 

Please feel free to contact us with any questions that you may have, we will be pleased to assist - professional, 

friendly advice does not have to cost! 

 

mailto:billynaisbett@isosystems.org  
tel:07791425011
mailto:scott@isosystems.org
tel:07791425011


 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


